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Online Assessment Strategies 
in the Age of AI

Credit: Photo by Christin Hume on Unsplash / Image desaturated from original

https://unsplash.com/photos/person-sitting-front-of-laptop-mfB1B1s4sMc
https://unsplash.com/license
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Agenda

● AI and education landscape
● How students are using AI
● Design AI-resilient assessments
● Strategies for online assessments in 

Brightspace
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Quality Matters

● QM Standard 3 - Assessment & Measurement
○ 3.1 - The assessments measure the achievement of 

the stated learning objectives or competencies.
○ 3.2 - The course grading policy is stated clearly at the 

beginning of the course.
○ 3.3. - Specific and descriptive criteria are provided for 

the evaluation of learners’ work, and their connection 
to the course grading policy is clearly explained.

○ 3.4 - The assessments used are sequenced, varied, 
and suited to the level of the course.

○ 3.5 - The course provides learners with multiple 
opportunities to track their learning progress with 
timely feedback.
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Pre-Workshop Assignment

● Task:
○ Watch “10 Ways Students Are Using 

AI to Cheat” video
○ Build a shared understanding of the 

challenges so that in the workshop we 
can focus on solutions

○ As you watch, consider which of these 
challenges might be most relevant to 
your courses and why
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Level of Concern Icebreaker

How concerned are you about AI’s 
impact on online assessments?

1) Not at all concerned
2) Slightly concerned
3) Somewhat concerned
4) Moderately concerned
5) Extremely concerned

Image Credit: Image by DanXaw from Pixabay

https://pixabay.com/vectors/ship-ice-sea-%C5%82%C3%B3d%C5%BA-ocean-6031262/
https://pixabay.com/service/license/
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AI and Education Landscape
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There’s an AI for That



C
e

n
te

r 
fo

r 
th

e
 A

d
v

a
n

c
e

m
e

n
t 

o
f

T
e

a
c

h
in

g
 &

 F
a

c
u

lt
y

 D
e

v
e

lo
p

m
e

n
t

X
A

V
IE

R
 U

N
IV

E
R

S
IT

Y
 O

F
 L

O
U

IS
IA

N
A

cat.xula.edu

TOP 21 AI Tools
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Smart Watches

https://youtu.be/rMN2yadKL5g


C
e

n
te

r 
fo

r 
th

e
 A

d
v

a
n

c
e

m
e

n
t 

o
f

T
e

a
c

h
in

g
 &

 F
a

c
u

lt
y

 D
e

v
e

lo
p

m
e

n
t

X
A

V
IE

R
 U

N
IV

E
R

S
IT

Y
 O

F
 L

O
U

IS
IA

N
A

cat.xula.edu

Smart Glasses
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Apple AirPods Pro 3 Live Translation
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Google’s Homework Helper



C
e

n
te

r 
fo

r 
th

e
 A

d
v

a
n

c
e

m
e

n
t 

o
f

T
e

a
c

h
in

g
 &

 F
a

c
u

lt
y

 D
e

v
e

lo
p

m
e

n
t

X
A

V
IE

R
 U

N
IV

E
R

S
IT

Y
 O

F
 L

O
U

IS
IA

N
A

cat.xula.edu

Google’s Homework Helper

http://www.youtube.com/watch?v=IiytUaqPfjI


C
e

n
te

r 
fo

r 
th

e
 A

d
v

a
n

c
e

m
e

n
t 

o
f

T
e

a
c

h
in

g
 &

 F
a

c
u

lt
y

 D
e

v
e

lo
p

m
e

n
t

X
A

V
IE

R
 U

N
IV

E
R

S
IT

Y
 O

F
 L

O
U

IS
IA

N
A

cat.xula.edu

Example of Claude AI Chrome 
Extension Used to Take a Test

Image Credit:  Stavros P. Hadjisolomou, Ph.D., 

Associate Professor of Psychology, 

Department of Social and Behavioral Sciences, 

American University of Kuwait
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Example of Comet by Perplexity
(AI-powered Web Browser)

http://www.youtube.com/watch?v=5KGRGzkxmUw
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Example of Google Lens

http://www.youtube.com/watch?v=Ucgz8C7qMOo
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How to do Your Homework with Google Lens

http://www.youtube.com/watch?v=HqpGynIk634
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Document Version History Workaround
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Document Version History Workaround
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How Students Report They Are 
Using AI
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AI Use is the Norm
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AI Use is the Norm
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Design AI-Resilient Learning 
Experiences
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Backwards Design

Image Credits: objectives by Ali Mahmudi, assessment by Kasanah, and learning by Eucalyp from Noun Project (CC BY 3.0)

Learning Goals Assessments Learning Activities

https://pixabay.com/photos/homework-school-problem-number-2521144/
https://thenounproject.com/icon/assessment-5656415/
https://thenounproject.com/icon/learning-3047458/
https://thenounproject.com/legal/terms-of-use/#icon-licenses
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AI-Resilient Learning 
Experience Design
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Bloom’s Taxonomy 

Image Credit: “Bloom’s Taxonomy” by Center for Teaching Vanderbilt University is licensed under CC BY 2.0

H
ig

h
er

 O
rd

er
 

Th
in

ki
n

g
 S

ki
lls

Lo
w

er
 O

rd
er

 
Th

in
ki

n
g

 S
ki

lls



C
e

n
te

r 
fo

r 
th

e
 A

d
v

a
n

c
e

m
e

n
t 

o
f

T
e

a
c

h
in

g
 &

 F
a

c
u

lt
y

 D
e

v
e

lo
p

m
e

n
t

X
A

V
IE

R
 U

N
IV

E
R

S
IT

Y
 O

F
 L

O
U

IS
IA

N
A

cat.xula.edu

AI-Resilient Courses

● Flexible
● Adaptable
● Transparent
● Integrate opportunities for alternative learning 

pathways

Source:  “Course AI Resilience Tracker” by Oregon State University Ecampus

https://ecampus.oregonstate.edu/faculty/artificial-intelligence-tools/course-ai-resilience/
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Design AI-Resilient Assessments
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Emphasize the Learning Process

Focus on learning outcomes rather than 
grades

● Benefits: Focuses on assessing students' 
actions and tactics throughout their learning 
journey, which helps improve critical thinking 
and self-reflection skills

● Examples: Group projects, learning journals

Source: Rethinking assessment strategies in the age of artificial intelligence (AI)

Division of Learning and Teaching, Charles Sturt University

https://www.csu.edu.au/division/learning-teaching/assessments/assessment-and-artificial-intelligence/rethinking-assessments
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Ask AI to Expand Idea
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Ask AI to Expand Idea
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Ask AI to Expand Idea



C
e

n
te

r 
fo

r 
th

e
 A

d
v

a
n

c
e

m
e

n
t 

o
f

T
e

a
c

h
in

g
 &

 F
a

c
u

lt
y

 D
e

v
e

lo
p

m
e

n
t

X
A

V
IE

R
 U

N
IV

E
R

S
IT

Y
 O

F
 L

O
U

IS
IA

N
A

cat.xula.edu

Ask AI to Expand Idea
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Incorporate Authentic Assessment

Use real-world scenarios to assess students’ 
practical application of knowledge

● Benefits: Less susceptible to cheating because 
they test students' understanding rather than 
their ability to look up answers

● Examples: Historical documentaries, business 
plans, engineering projects

Source: Rethinking assessment strategies in the age of artificial intelligence (AI)

Division of Learning and Teaching, Charles Sturt University

https://www.csu.edu.au/division/learning-teaching/assessments/assessment-and-artificial-intelligence/rethinking-assessments
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Promote Critical Thinking

Design tasks that require analysis, evaluation, 
and problem-solving

● Benefits: Encouraging critical thinking and 
problem-solving reduces the misuse of 
generative AI tools

● Examples: Argument analysis, case-based 
assessments, debates, discussions

Source: Rethinking assessment strategies in the age of artificial intelligence (AI)

Division of Learning and Teaching, Charles Sturt University

https://www.csu.edu.au/division/learning-teaching/assessments/assessment-and-artificial-intelligence/rethinking-assessments
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Individualized or Personalized 
Assessments

Allow students to have input in developing 
assessment topics

● Benefits: Students actively involved in 
assessment process. Helps them learn about 
assessment tasks and understand importance 
in their own learning 

● Examples: Art portfolio reviews, community 
needs assessments

Source: Rethinking assessment strategies in the age of artificial intelligence (AI)

Division of Learning and Teaching, Charles Sturt University

https://www.csu.edu.au/division/learning-teaching/assessments/assessment-and-artificial-intelligence/rethinking-assessments
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Live or Recorded Interviews or 
Presentations

Conduct assessments through oral 
presentations or interviews

● Benefits: Makes it difficult for students to use 
external resources without being detected

● Examples: Language immersion tasks, 
multimedia presentations

Source: Rethinking assessment strategies in the age of artificial intelligence (AI)

Division of Learning and Teaching, Charles Sturt University

https://www.csu.edu.au/division/learning-teaching/assessments/assessment-and-artificial-intelligence/rethinking-assessments
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Novel or Unique Application-Based 
Questions

Create questions that require unique 
applications of knowledge

● Benefits: Harder for students to find pre-
written answers online or using text generative 
AI tools 

● Examples: Investment analysis, conservation 
plans

Source: Rethinking assessment strategies in the age of artificial intelligence (AI)

Division of Learning and Teaching, Charles Sturt University

https://www.csu.edu.au/division/learning-teaching/assessments/assessment-and-artificial-intelligence/rethinking-assessments
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Peer Assessments

Incorporate peer evaluations to encourage 
active learning and self-reflection

● Benefits: Students gain a deeper 
understanding of the subject matter and 
learning objectives

● Examples: Peer review of essays, group project 
evaluations

Source: Rethinking assessment strategies in the age of artificial intelligence (AI)

Division of Learning and Teaching, Charles Sturt University

https://www.csu.edu.au/division/learning-teaching/assessments/assessment-and-artificial-intelligence/rethinking-assessments
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Frequent Low-Stakes Assessments

Use regular, low-stakes assessments to 
reduce cheating and provide continuous 
feedback

● Benefits: Can reduce the temptation to cheat 
on high-stakes assessments

● Examples: Weekly quizzes, journal entries

Source: Rethinking assessment strategies in the age of artificial intelligence (AI)

Division of Learning and Teaching, Charles Sturt University

https://www.csu.edu.au/division/learning-teaching/assessments/assessment-and-artificial-intelligence/rethinking-assessments
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Promote Creativity and Problem-
Solving

Integrate tasks that require creative and 
unconventional thinking

● Benefits: Helps build skills that are hard to 
replicate by AI tools

● Examples: Ethical dilemma analysis, creative 
writing

Source: Rethinking assessment strategies in the age of artificial intelligence (AI)

Division of Learning and Teaching, Charles Sturt University

https://www.csu.edu.au/division/learning-teaching/assessments/assessment-and-artificial-intelligence/rethinking-assessments
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Integrate Real-Life Situations and 
Practical Experiences

Link curriculum to real-world situations and 
practical experiences

● Benefits: Students apply understanding in 
real-life scenarios and cultivate competencies 
beyond AI tools' capabilities to reproduce

● Examples: Work placements, mock trial 
exercises

Source: Rethinking assessment strategies in the age of artificial intelligence (AI)

Division of Learning and Teaching, Charles Sturt University

https://www.csu.edu.au/division/learning-teaching/assessments/assessment-and-artificial-intelligence/rethinking-assessments


C
e

n
te

r 
fo

r 
th

e
 A

d
v

a
n

c
e

m
e

n
t 

o
f

T
e

a
c

h
in

g
 &

 F
a

c
u

lt
y

 D
e

v
e

lo
p

m
e

n
t

X
A

V
IE

R
 U

N
IV

E
R

S
IT

Y
 O

F
 L

O
U

IS
IA

N
A

cat.xula.edu

Embrace AI as a Critical Thinking 
Partner

● Build your assessment from the start to 
be clear about how students leverage 
AI as a partner in the critical thinking 
process

Source: “Here’s How to Make Your Assessments AI Resilient (while still supporting student learning)” from Harmonize

https://harmonizelearning.com/blog/heres-how-to-make-your-assessments-ai-resilient/
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Bloom’s Taxonomy 
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Considerations for Neurodivergent 
Students

● Ensure assessments are inclusive and 
cater to diverse learning needs

● Provide alternative examples and 
support for neurodivergent students
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AI Assessment Challenges: Thinking about one of your 
courses, what is the most significant challenge you face 
related to students using AI to complete 
assignments/assessments?

Strategies in Action: Reflect on the strategies 
presented today. Which one could you use to address 
the challenge you just identified?

Future-Proofing Your Course: If none of today's 
strategies fit, what strategy will you develop to address 
the challenge?

Image Credit: Image by Schäferle from Pixabay

https://pixabay.com/illustrations/stone-push-overcoming-obstacle-2127669/
https://pixabay.com/service/license-summary/
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AI-Resistant 
Pedagogy Studio 
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Course AI Resilience 
Tracker Tool 
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Strategies for Online 
Assessments in Brightspace
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Strategies to Reduce Cheating on 
Online Examinations

● Remind students of academic integrity 
policies

● Require students to sign an academic 
integrity contract

● Create questions that require higher order 
thinking

● Use varied question types

Source: Fourteen Simple Strategies to Reduce Cheating on Online Examinations by Stephanie Smith Budhai

https://www.facultyfocus.com/articles/educational-assessment/fourteen-simple-strategies-to-reduce-cheating-on-online-examinations/
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Strategies to Reduce Cheating on 
Online Examinations

● Restrict testing window
● Set-up the exam to display one question at 

a time
● Prohibit backtracking
● Randomize questions and answer choices
● Use question pools
● Allow one attempt to take the test
● Disable email, instant messages, and alerts 

within Brightspace
Source: Fourteen Simple Strategies to Reduce Cheating on Online Examinations by Stephanie Smith Budhai

https://www.facultyfocus.com/articles/educational-assessment/fourteen-simple-strategies-to-reduce-cheating-on-online-examinations/
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Strategies to Reduce Cheating on 
Online Examinations

● Plan for “technical issues”
– Require students take practice test

● Delay score availability
● Refrain from using publisher test banks 

verbatim
● Protect test question answers

– Only show the questions answered 
incorrectly

Source: Fourteen Simple Strategies to Reduce Cheating on Online Examinations by Stephanie Smith Budhai

https://www.facultyfocus.com/articles/educational-assessment/fourteen-simple-strategies-to-reduce-cheating-on-online-examinations/
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Respondus LockDown Browser / 
Respondus Monitor
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Respondus LockDown Browser

● Custom browser that prevents learners from 
accessing websites, email, or other materials or 
applications on their computer while taking an 
exam

● Secures an exam by preventing functions like 
screen captures, copying, pasting, and printing

● Can be easily applied to any quiz or test in 
Brightspace
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Respondus LockDown Browser

● Use remote desktop
● Use extended desktops
● See multiple monitors
● Use a second monitor
● Add extensions to the browser
● Use test-taker impersonation 

tools
● Access AI-based tools (e.g. 

ChatGPT, Gemini, Claude)
● Use the right-mouse button
● And more… 

Students cannot:
● Print test questions or copy 

test content
● Share answers
● Access other applications
● Open new tabs or windows
● Search online
● Use task-switching keystrokes
● Open another browser
● Share the screen
● Use function keys
● Run a virtual machine
● Use command keys
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Respondus Monitor

● Add-on proctoring feature for Respondus 
LockDown Browser that monitors learners 
during online exams by recording their 
webcam, desktop, and microphone

● Live chat support available for students 24/7
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Respondus Monitor
Features:
● Records and analyzes student exam sessions
● Suspicious behaviors are flagged and ranked

– Student actions:
• Moving out of view of the webcam, looking away, or not being 

detected by facial recognition software

– Environmental issues:
• Another individual entering the room or disruptions in the 

internet connection
– Use of external resources:

• Accessing a secondary device, textbook, or receiving assistance 
from other students

● Advanced Facial Detection:

– Can prevent exam from starting or 
prompt students to stay in frame
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Important Considerations About Flags

● Not proof of cheating:
– Flag indicates an unusual event or low-quality data, not 

necessarily cheating 
● False positives:

– Many flags are false positives, often due to technical reasons 
like poor lighting, hats, hands on the face, or certain 
eyeglasses

● Instructor discretion:
– Instructors are responsible for reviewing flagged videos and 

making an informed judgment about the student's conduct
● Video review:

– Flags direct instructors to specific points in the recorded 
session, allowing them to quickly jump to the event and 
watch it
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Respondus LockDown Browser
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Respondus LockDown Browser 
Dashboard
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Applying RLDB/Respondus 
Monitor to a Exam

1. Create exam in Brightspace
2. Access the LockDown Browser Dashboard

a. Find and modify the test settings
b. Require RLDB/Respondus Monitor
c. Configure advanced settings
d. Save the settings
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Respondus LockDown Browser 
Dashboard
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RLDB/Respondus Monitor 
Best Practices

● Require a practice quiz 
○ Quiz should simulate what students will experience 

when they take the actual test
○ Review proctoring results to see where there may 

be issues
○ Make quiz available for the entire semester with 

unlimited attempts
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RLDB/Respondus Monitor 
Best Practices

● Advanced settings:
○ Avoid using the "Lock students into the browser until 

exam is complete" setting outside 
proctored environment

● If password required, set in RLDB
○ Don't add/change passwords in 

Brightspace quiz settings
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Respondus LockDown Browser 
Dashboard
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Respondus Monitor
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#LEX Course - Academic Integrity
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#LEX Course - Securing Testing 
Environment
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Check-in
(Square, Triangle, or Circle)

Squared with 
my thinking

Gained three 
key/important ideas

Question still circling 
in my mind
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Workshop Slides, Recording, & 
Resources

https://catwiki.xula.edu/onlineassess
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Questions

Image Credit: Image by geralt from Pixabay

https://pixabay.com/illustrations/question-board-chalk-school-1262378/
https://pixabay.com/service/license/

