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Securing The Testing Environment

Image Credit: Photo by FLY:D from Unsplash / Image desaturated from original

https://unsplash.com/photos/mT7lXZPjk7U
https://unsplash.com/license
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Quality Matters

● QM Standard 3 - Assessment and Measurement
○ 3.1 - The assessments measure the achievement of the stated 

learning objectives.
○ 3.2 - The course grading policy is stated clearly, available at the 

beginning of the course, and consistent throughout the course 
site.

○ 3.3 - Specific and descriptive criteria are provided for the 
evaluation of learners’ work, and their connection to the course 
grading policy is clearly explained.

○ 3.4 - The course includes multiple types of assessments that are 
sequenced and suited to the level of the course.

○ 3.5 - The types and timing of assessments provide learners with 
multiple opportunities to track their learning progress with timely 
feedback.

○ 3.6 - The assessments provide guidance to the learner about 
how to uphold academic integrity.
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Seven Principles of Good 
Pedagogical Practice

1. Encourages contact between students and 
faculty.

2. Develops reciprocity and cooperation among 
students.

3. Encourages active learning.
4. Gives prompt feedback.
5. Emphasizes time on task.
6. Communicates high expectations.
7. Respects diverse talents and ways of learning.

Chickering & Gamson, 1987



C
e

n
te

r 
fo

r 
th

e
 A

d
v

a
n

c
e

m
e

n
t 

o
f

T
e

a
c

h
in

g
 &

 F
a

c
u

lt
y

 D
e

v
e

lo
p

m
e

n
t

X
A

V
IE

R
 U

N
IV

E
R

S
IT

Y
 O

F
 L

O
U

IS
IA

N
A

cat.xula.edu

6. Communicates High 
Expectations

“Expect more and you will get it. High 
expectations are important for everyone – for 
the poorly prepared, for those unwilling to 
exert themselves, and for the bright and well-
motivated. Expecting students to perform well 
becomes a self-fulfilling prophecy.” 

Chickering & Gamson, 1987

“Expect more and you will get it. High 
expectations are important for everyone – for 
the poorly prepared, for those unwilling to 
exert themselves, and for the bright and well-
motivated. Expecting students to perform well 
becomes a self-fulfilling prophecy.” 
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Academic Integrity is Important to 
Teaching and Learning

● Supports learning opportunities
● Accurate assessment of student learning
● Respect for learning starts with academic 

integrity
● Indicator of future workplace behavior
● Scandals can affect an institution’s 

academic reputation and erode the value 
of a degree

Source: Lee, C. (20 January 2022). Why Academic Integrity is Important to Teaching and Learning [blog post]. Retrieved from https://www.turnitin.com/blog/why-
academic-integrity-is-important-to-teaching-and-learning 



C
e

n
te

r 
fo

r 
th

e
 A

d
v

a
n

c
e

m
e

n
t 

o
f

T
e

a
c

h
in

g
 &

 F
a

c
u

lt
y

 D
e

v
e

lo
p

m
e

n
t

X
A

V
IE

R
 U

N
IV

E
R

S
IT

Y
 O

F
 L

O
U

IS
IA

N
A

cat.xula.edu

What is your most pressing 
question or concern about 

online tests?
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Academic Dishonesty in Higher Ed: 
What We Know 
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Students Are Known To Cheat When

● Grades ride on a single performance
● Grades are high stakes
● Seek extrinsic motivation rather than 

enjoying the learning process itself
● Have little confidence in themselves and 

low expectations of passing
● Perceive others are cheating

Source: Protecting Integrity in Online Instruction
Office of Academic Integrity, University at Buffalo

https://www.buffalo.edu/academic-integrity/instructors/protect/online.html
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Academic Dishonesty in Higher Ed: 
What We Can Do
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Academic Dishonesty 

● If academic dishonesty is purely punitive, 
students won’t understand why it is so 
important to foster original ideas, 
attribution, and other forms of academic 
integrity.

Source: Lee, C. (20 January 2022). Why Academic Integrity is Important to Teaching and Learning [blog post]. Retrieved from https://www.turnitin.com/blog/why-
academic-integrity-is-important-to-teaching-and-learning 
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Promoting Academic Integrity 

● Design opportunities for authentic 
assessments
– Tasks that call for students to demonstrate skills 

and knowledge they learned in a real-world (or 
close to real, authentic) context

Source: Promoting Academic Integrity in Your Course
Center for Teaching Innovation, Cornell University
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Promoting Academic Integrity 

● Structure assignments to lower grade 
anxiety
– Build structured flexibility into due dates
– Allow more time for major assignments
– Scaffold major assignments, establishing 

incremental check-ins or due dates
– Redistribute the relative weight of major 

assessments, to reduce the stakes of any one 
assignment

Source: Promoting Academic Integrity in Your Course
Center for Teaching Innovation, Cornell University
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Promoting Academic Integrity 

● Communicate why academic integrity 
matters
– Have clear expectations and take time to 

explicitly and repeatedly highlight relevant 
sections of your syllabus, the University’s 
commitment to academic integrity, and your 
own commitment to supporting students

Source: Promoting Academic Integrity in Your Course
Center for Teaching Innovation, Cornell University
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Strategies to Reduce Cheating 
in Online Tests
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Better Practices for Online Tests

● Make testing rules clear
● Set a time limit for the exam
● Mix objective and subjective test questions
● Use varied question types
● Randomize questions and answers
● Use question pools so no two exams are alike
● Allow learners to view only one question at a 

time
● Require learners to show their work

Source: Protecting Integrity in Online Instruction
Office of Academic Integrity, University at Buffalo

https://www.buffalo.edu/academic-integrity/instructors/protect/online.html
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Better Practices for Online Tests

● Have learners acknowledge an honor pledge to 
gain access to the test

● Limit feedback (i.e., don’t show correct answers 
until all exams are completed)

● Use LockDown Browser to minimize external 
help

● Employ online proctoring options (e.g., 
Respondus Monitor)

● Change small details in questions in later
exams

Source: Protecting Integrity in Online Instruction
Office of Academic Integrity, University at Buffalo

https://www.buffalo.edu/academic-integrity/instructors/protect/online.html
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Quizzes Tool
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New Quiz Create/Edit Experience
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Use Varied Question Types
True or False (T/F)

Multiple Choice (MC)

Multi-Select (M-S)

Written Response (WR)

Short Answer (SA)

Multi-Short Answer (MSA)

Fill in the Blanks (FIB)

Matching (MAT)

Ordering (ORD)

Arithmetic (2+2)

Significant Figures (x10)
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Multiple Choice Question And Randomize Answer Order
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Multi-Select Question Type

● One or more answer choices are correct
● Answer choices can be randomized
● Grading methods (how points are assigned):

– All or nothing
– Correct Selections
– Correct Answers, Limited Selections
– Right Minus Wrong Selections

● Great for K-type questions
– Questions that have a variable number of 

correct answers (e.g., “A and C”, “A, B, and C”, “All of 
the above”)

NOTE: When using Multi-Select Questions, it is good practice to let learners know that one 
or more answer choices are correct.
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Multi-Select Question And Randomize Answer Order

Default Scoring Method is 
“All or Nothing”
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Question Pools

● List of questions from which a specified subset 
of questions are randomly selected

● Create question pools in the Question Library
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Question Pools
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Question Pools
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Question Pools
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Question Pools
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Timing & Display Options

● Set time limit
● Display questions one-at-a-time
● Prohibit backtracking
● Randomize questions
● Disable email, instant messages, 

and alerts within Brightspace
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Quizzes

● Asynchronous 
○ Quiz timer begins when learner starts the quiz

and stops when the quiz time limit has expired
○ Learners can start quiz anytime in the 

availability window
● Synchronous 

○ Quiz timer begins on the start date/time and 
stops at the end of the quiz time limit for all 
learners
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Synchronous Quizzes

● Quiz timer starts on the start date/time 
for all learners and ends for all learners 
at the same time
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Shuffle Questions at Quiz Level?

● Shuffling questions at the quiz level 
will randomize the order pools (and 
sections) are presented to the learners
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Quiz Results Displays

● Quiz Results Displays
○ Delay score availability; set a 

date after the testing 
window ends for students to 
see their score and feedback

○ Create an end-of-semester 
“Shutdown View” where no 
questions or answers are 
displayed
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Respondus LockDown Browser / 
Respondus Monitor
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Respondus LockDown Browser

● Custom browser that prevents learners from 
accessing websites, email, or other materials or 
applications on their computer while taking an 
exam

● Secures an exam by preventing screen captures 
or printing of the exam

● Can be easily applied to any quiz or test in 
Brightspace
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Respondus Monitor

● Add-on proctoring feature for Respondus 
LockDown Browser that enables learners to use 
a webcam to record themselves during an 
exam

● Offers a variety of settings that learners can 
take online tests

● Live chat support available for students 24/7
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● One technology, lots of flexibility

Respondus LockDown Browser / 
Respondus Monitor

Classroom

RLDB

Webcam

RLDB / Monitor

Live Proctoring

RLDB / Monitor

Image Credits: "classroom" by Andy Horvath and "webcam" by Adrien Coquet from the Noun Project; 

"monitor" is adapted from "monitor" by counloucon from the Noun Project used under CC BY 3.0.

https://thenounproject.com/icon/classroom-4924935/
https://thenounproject.com/icon/webcam-1682999/
https://thenounproject.com/legal/terms-of-use/#icon-licenses
https://thenounproject.com/icon/monitor-2141715/
https://thenounproject.com/
https://creativecommons.org/licenses/by/3.0/us/legalcode
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RLDB / Respondus Monitor
Exam Environment

● Classroom
○ Learners use LockDown Browser
○ No webcam is required for the learner’s computer 

or device
○ Instructor monitors learners during the exam to 

prevent use of unapproved resources
○ Exam password is used to prevent early access – or 

access from someone outside the classroom
• Provide learners the password at the start of the exam

○ Respondus settings:
Enable LockDown Browser and enter a password

● Classroom
○ Learners use LockDown Browser
○ No webcam is required for the learner’s computer 

or device
○ Instructor monitors learners during the exam to 

prevent use of unapproved resources
○ Exam password is used to prevent early access – or 

access from someone outside the classroom
• Provide learners the password at the start of the exam

○ Respondus settings:
Enable LockDown Browser and enter a password

Image Credit: "classroom" by Andy Horvath from the Noun Project

https://thenounproject.com/icon/classroom-4924935/
https://thenounproject.com/legal/terms-of-use/#icon-licenses
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RLDB / Respondus Monitor
Exam Environment

● Remote Exams (with Automated Proctoring)
○ Learners use LockDown Browser with webcam

• Video and audio is recorded
○ Respondus Monitor provides fully-automated 

proctoring
○ Instructor reviews proctoring results following the 

exam sessions
○ Respondus settings:

Enable RLDB, Respondus Monitor, and select the
pre-exam steps required for students

Image Credit: "webcam" by Adrien Coquet from the Noun Project

https://thenounproject.com/icon/webcam-1682999/
https://thenounproject.com/legal/terms-of-use/#icon-licenses
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RLDB / Respondus Monitor
Exam Environment

● Remote Exams (with Instructor Live Proctoring)
○ Remote learners use RLDB with webcam and video 

conferencing system
○ Learners log into video conference with webcam 

enabled
○ Instructor takes attendance in video conference and 

provides Start Code to learners
○ Instructor monitors learners in real-time during exam
○ Video is NOT recorded (there are no flags or alerts)
○ Respondus settings:

Enable LockDown Browser, Instructor Live Proctoring, 
and enter Start Code

Image Credit: "monitor" is adapted from "monitor" by counloucon from the Noun Project used under CC BY 3.0.

https://thenounproject.com/icon/monitor-2141715/
https://thenounproject.com/
https://creativecommons.org/licenses/by/3.0/us/legalcode
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RLDB / Respondus Monitor
Exam Environment

● Hybrid Classroom (with Automated Proctoring)
○ In-person learners use RLDB; remote learners use 

RLDB with webcam (video and audio is recorded)
○ Respondus Monitor guides remote learners through 

pre-exam steps
○ Instructor provides in-person learners the proctor 

password & monitors in-person learners during exam
○ Instructor reviews remote learners proctoring results 
○ Respondus settings:

Enable LockDown Browser, Set Respondus Monitor as
optional, enter proctor password

Image Credits: "classroom" by Andy Horvath and "webcam" by Adrien Coquet from the Noun Project

https://thenounproject.com/icon/classroom-4924935/
https://thenounproject.com/icon/webcam-1682999/
https://thenounproject.com/legal/terms-of-use/#icon-licenses
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RLDB / Respondus Monitor
Exam Environment

● Hybrid Classroom (with Instructor Live Proctoring)
○ In-person learners RLDB; remote learners use RLDB 

with webcam and video conferencing system 
○ Instructor takes attendance and provides Start Code 

to students
○ Instructor monitors remote and in-person learners in 

real-time during exam
○ Video is NOT recorded (there are no flags or alerts)
○ Respondus settings:

Enable LockDown Browser, Instructor Live Proctoring, 
and enter Start Code

Image Credits: "classroom" by Andy Horvath from the Noun Project and 

"monitor" is adapted from "monitor" by counloucon from the Noun Project used under CC BY 3.0.

https://thenounproject.com/icon/classroom-4924935/
https://thenounproject.com/legal/terms-of-use/#icon-licenses
https://thenounproject.com/icon/monitor-2141715/
https://thenounproject.com/
https://creativecommons.org/licenses/by/3.0/us/legalcode
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Respondus LockDown Browser
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RLDB Getting Started
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Respondus LockDown Browser 
Dashboard
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Respondus Lockdown Browser (RLDB)
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Respondus Monitor

NOTE: Screen recording 
is NOT available on iPad.
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Webcam Check - Student’s Perspective
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Webcam Check - Student’s Perspective
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Webcam Check - Student’s Perspective
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Proctoring Results
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Proctoring Results



C
e

n
te

r 
fo

r 
th

e
 A

d
v

a
n

c
e

m
e

n
t 

o
f

T
e

a
c

h
in

g
 &

 F
a

c
u

lt
y

 D
e

v
e

lo
p

m
e

n
t

X
A

V
IE

R
 U

N
IV

E
R

S
IT

Y
 O

F
 L

O
U

IS
IA

N
A

cat.xula.edu

Proctoring Results

1. Summary of key data

2. List of Flags and 
Milestones 

3. Video playback and 
controls

4. Timeline with flags (red) 
and milestones (blue)

5. Thumbnail images from 
video



C
e

n
te

r 
fo

r 
th

e
 A

d
v

a
n

c
e

m
e

n
t 

o
f

T
e

a
c

h
in

g
 &

 F
a

c
u

lt
y

 D
e

v
e

lo
p

m
e

n
t

X
A

V
IE

R
 U

N
IV

E
R

S
IT

Y
 O

F
 L

O
U

IS
IA

N
A

cat.xula.edu

Understanding Proctoring Results

1. Flags aren’t cheating

2. Facial detection is 
important 

3. “False Positive” flags

4. Garbage in, garbage 
out
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Instructor Live Proctoring
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Privacy and Accessibility

● Privacy is central to the Respondus Monitor 
architecture. It minimizes the personal data 
being collected, uses an automated system to 
analyze it, and then restricts access to the 
results.

● Both RLDB and Respondus Monitor are 
designed to work with assistive technology.
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RLDB/Monitor Issues and Challenges

● Students sharing exam passwords 
and start codes

● Recommendations:
○ In-person learners

■ Have students sign time in and time out
○ Remote learners

■ Have learners sign in and out in the chat
■ Review video conference usage report for 

discrepancies
○ Review quiz attempt logs (during and after exam) 

for discrepancies

Image Credits: "sharing" by mynamepong and “password” by Adib Muhammad from the Noun Project

https://thenounproject.com/icon/sharing-1800062/
https://thenounproject.com/icon/password-3111711/
https://thenounproject.com/legal/terms-of-use/#icon-licenses
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RLDB/Monitor Issues and Challenges

● Students start exam in classroom (or 
video conference) and finish elsewhere

● Recommendations:
○ Utilize Synchronous quiz setting
○ In-person learners

■ Have students sign time in and time out
○ Remote learners (Instructor Live Proctoring)

■ Have learners sign in and out in the chat
■ Review video conference usage report for 

discrepancies
○ Review quiz attempt logs (during and after exam) 

for discrepancies
Image Credit: "leave" by Gendis Studio from the Noun Project

https://thenounproject.com/icon/leave-4832319/
https://thenounproject.com/legal/terms-of-use/#icon-licenses
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Quiz Attempt Logs
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Quizzes - Attempt Logs
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Quizzes - Individual Attempt Log
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Quizzes - Event Logs

● From the individual attempt 
log you can see additional 
details about the quiz 
attempt
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Additional Strategies for 
Online Tests
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Honor Pledge as an Active Learning 
Strategy

● Normalizing academic integrity in the class 
culture is one of several interventions that 
can minimize academic dishonesty

Image Credit: “Wordle Tag Cloud” by Hayes Valley Farms is  licensed under CC BY-NC-SA 2.0

https://www.flickr.com/photos/hayesvalleyfarm/5487692721
https://creativecommons.org/licenses/by-nc-sa/2.0/
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Honor Pledge in Content
● Utilize Completion Tracking, Release Conditions, and 

personalize with Replace Strings
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Honor Pledge in Quiz
● Mandatory quiz question
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Preview Quiz Before Releasing to  
Learners

● Always preview to make sure everything is 
correct before students start taking quiz
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Require Students Take Practice 
Test

● Offer a practice test to acquaint students 
with the process of taking and submitting 
online tests

● Include question types that will be on the 
test (e.g., true/false, multiple choice, multi-
select, short answer/written response, etc)

● Use settings similar to those you will use on 
the graded test

● Allow unlimited attempts
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Require Students Take Practice 
Test

● RLDB/Respondus Monitor
○ Do a quick review of the proctoring results 

for the practice quiz
○ Identify any behavior or factor that would not 

be acceptable during a graded test/quiz
● Utilize Release Conditions

○ Release the first graded quiz/test only after 
students complete one attempt on practice 
test
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Quiz Template

● Create quiz template with preferred settings 
and copy template to create new quiz
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Set Quiz Accommodations for Learners

● Set quiz accommodations for ALL quizzes 
through the Classlist tool
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Special Access

● RLDB and Respondus 
Monitor work with 
assistive technology

● Identify learners who 
will not be required to 
use RLDB in the exam’s 
special access settings
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CAT FooDcat.xula.edu/food
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Check-in

I’m good to go

Stop, I need help

I’m a little confused

Image Credits: green light, stop sign, and turtle from OpenClipart

https://openclipart.org/detail/66421/traffic-semaphore-green-light
https://openclipart.org/detail/167093/stop-sign
https://openclipart.org/detail/263082/cartoon-turtle-2
https://openclipart.org/share
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Workshop Slides, Recording, & 
Resources

https://catwiki.xula.edu/secure
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Questions

Image Credit: Image by geralt from Pixabay

https://pixabay.com/illustrations/question-board-chalk-school-1262378/
https://pixabay.com/illustrations/question-board-chalk-school-1262378/
https://pixabay.com/service/license/

